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Inside the Promise & Pitfalls of Enterprise Risk Management 
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Part 1. Introduction 
 
We are pleased to present the findings of The Imperative to Raise Enterprise Risk Intelligence. 
While many participants believe enterprise risk intelligence will become a mandatory practice for 
all companies in the near future, their organizations face such challenges as the complexity of 
technologies, lack of resources and the ability to simply get started. 
 
Ponemon Institute surveyed 641 individuals who are involved in risk management activities within 
their organization. All organizations represented in this research have some level of commitment 
to enterprise risk management and have a formal function, program or a well-defined set of 
activities dedicated to enterprise risk management. 
 
In the context of this research we define enterprise risk management as the application of 
rigorous and systematic analysis techniques to the evaluation of risks that impact the whole 
organization including information assets and IT infrastructure. Cyber risk management is 
considered a component of enterprise risk management. 
 
We define enterprise risk intelligence as the insight necessary to drive actionable business 
decisions related to governance, risk and compliance. It is the organization’s ability to think 
holistically about risk and uncertainty, speak a common risk language, and effectively use real-
time information and forward-looking risk concepts and tools to maximize business performance. 
 
What is the state of 
organizations’ risk 
management strategy? As 
shown in Figure 1, while 43 
percent of respondents say they 
do have a clearly defined risk 
management strategy it does not 
cover all areas of their 
organizations. Only 24 percent of 
respondents say their 
organizations have achieved an 
enterprise-wide risk management 
strategy. 
 
Benefits of an intelligent and 
effective approach to risk 
management. 
 
! A well-executed enterprise risk intelligence program applies rigorous and systematic analysis 

techniques to the evaluation of risks that impact the whole organization, not only information 
assets and IT infrastructure. 

 
! Through collaboration among all organizational functions, both IT security and business 

objectives are aligned.  
 
! Enterprise risk intelligence fosters accountability, analytics and a proactive plan-and-proceed 

approach to reducing organizational risk. Automation of the risk management process is 
critical to the success of minimizing threats to achieving business objectives. 

 

 
Figure 1. What statement best describes your 

organization’s risk management strategy? 
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How to raise enterprise risk intelligence 
 
Break down silos and collaborate. To ensure all risks are addressed, finance, operations, 
compliance, legal and IT functions should work together in managing enterprise risks. According 
to 53 percent of respondents, there is little, if any, collaboration among these functions to achieve 
a clearly defined enterprise risk management strategy. 
 
Focus on accomplishments that will make a difference. The findings reveal a significant gap 
between the most important features of a risk intelligence platform and what features are actually 
accomplished. The features considered most important but rarely accomplished are:  
 
! Business continuity response (produces plans, runs business impact analyses, resiliency 

controls and engages stakeholders in crisis drills and recovery)  
! Incident/issue risk response (coordination of classification, collaboration, evidence, policies 

and reporting across the organization for all operational and security risk events) 
! Operational risk & compliance (creates risk registers and runs Risk and Compliance Self-

Assessments (RCSAs) against critical business processes to report key risk indicators 
(KRIs), findings and loss events) 

! Threat and vulnerability mitigation (automates continuous risk correlation, prioritization 
and remediation of assets and operation criticality, threat reachability, control and 
vulnerabilities) 

 
Establish a formal budget for enterprise risk management. It is critical to allocate resources 
specifically designated to achieving a well-executed enterprise risk management program. Fifty-
eight percent of respondents say their organizations do not have a formal budget. 
 
Engage management and the board of directors in the organization’s risk strategy. The 
inability to get started was one of the top three barriers to achieving risk management objectives. 
Senior leadership’s involvement will incentivize and motivate collaboration and a formal process 
for achieving the objectives of a risk management program.  
 
Achieve clarity of your IT assets and infrastructure. A clear map of the infrastructure and 
categorization of assets, especially high value and knowledge assets, is key to ensuring 
appropriate risk measures are in place. Only 24 percent of respondents say they have 
categorized assets based on their business criticality.  
 
Assign accountability for the achievement of specific risk management objectives. 
According to the findings, either no one person has overall responsibility or it is dispersed 
throughout the organization. 
 
Measure effectiveness in risk intelligence efforts. Only 31 percent of respondents say their 
organizations have specific metrics to determine how well risks are being managed. Many 
organizations represented in this study are not measuring such key objectives as time to contain 
threats and attacks, time to identify and pinpoint high-risk areas and time to remediate after 
containment of the attack.  
 
Consolidated risk reporting is essential. Sixty-three percent of respondents say it is essential 
or very important to have a centralized or consolidated risk reporting (one set of metrics) in order 
to achieve a strong security posture.  
 
Replace complexity with ease of use. The number one barrier to achieving risk management 
objectives is the complexity of technologies that support risk management objectives. 
Understandably, the number one feature of a risk management solution is ease of use (53 
percent of respondents). Investments in risk management technologies that end up on the shelf 
because of complexity and the lack of in-house expertise will frustrate any attempts to achieve an 
enterprise risk management program. 
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Part 2. Key findings  
 
In this section, we provide a detailed analysis of the research. The complete audited findings are 
presented in the Appendix of this report. We organize the report according to the following topics. 
 
! The immaturity of today’s risk management programs 
! Barriers to an effective enterprise risk intelligence program 
! Enterprise risk intelligence solutions deployed 
 
The immaturity of today’s risk management programs 
 
Enterprise risk intelligence will become mandatory. According to Figure 2, 61 percent of 
respondents say enterprise risk intelligence will become a mandatory practice for virtually all 
companies in the near future. An important benefit of having such a program is the alignment of 
business objectives across functional areas (60 percent of respondents).  
 
As discussed previously, only 24 percent of respondents say their organizations have a clearly 
defined strategy that pertains to the entire enterprise. Possible reasons for the slowness in 
adoption of an enterprise risk management program are shown in Figure 2.  
 
First, only 43 percent of respondents say enterprise risk intelligence integrates well with the way 
our business leaders make decisions. Second, only 41 percent of respondents say senior 
executives and members of the board are involved in their organizations’ enterprise risk 
intelligence. Third, almost half of respondents say their risk strategies are characterized by 
opinion over accountability and are reactive as opposed to “plan-and-proceed.” 
 
Figure 2. Perceptions about current effectiveness of enterprise risk intelligence 
Strongly agree and Agree responses combined 
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Organizations fear possible reputation damage, cybersecurity breach and business 
disruption resulting from a non-existent risk management program. Only 37 percent of 
respondents rate their organizations’ enterprise risk management process as very effective.  
 
Respondents are concerned about the ineffectiveness of their risk management programs. As a 
result, 57 percent of respondents say their organizations are planning new enterprise risk 
initiatives. As shown in Figure 3, their biggest fears or “pain points” resulting from a poorly 
executed risk management program are reputation damage (63 percent of respondents), 
cybersecurity breach (51 percent of respondents) and business disruption (51 percent of 
respondents).  
 
Figure 3. What are your biggest fears resulting from a non-existent or poorly executed risk 
management program?  
Three choices permitted 
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Organizations are slowly improving the maturity level of their risk management program. 
According to Figure 4, organizations are moving away from centralized policies focused on 
management and audit/regulatory reporting to having defined risk appetites that are measured in 
real time. In fact, 18 months ago only 21 percent of organizations represented in this study 
reported that their organizations’ risk appetites were measured in real time, using automated 
business unit decision-making, board-level risk analytics and metrics trending. Today, 32 percent 
of organizations represented say these activities are part of their risk management program.  
 
Only 11 percent of respondents say their current risk management program has minimal 
disparate policies, limited organizational expertise, siloed audit/regulatory reporting and only 13 
percent of respondents say their current program is focused on centralized policies and the 
management and audit of regulatory activities.  
 
Figure 4. What best describes the maturity level of risk management programs 18 months 
ago and today  
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More companies are automating risk management programs. Sixty percent of respondents 
say the automation of risk management is critical to the success of business objectives within 
their organization.  
 
According to Figure 5, 18 months ago, 53 percent of organizations represented in this study used 
top down, assessment driven, reactive, manual processes, spreadsheets and siloed information. 
More of these organizations have advanced to a bottom up, process automation, effective with 
limited efficiency, centralization and analytics (33 percent) or top down, bottom up optimized with 
real-time enterprise risk intelligence analytics for actionable business decisions (35 percent).  
 
Figure 5. What best describes the maturity level of risk management automation 18 
months ago and today?  

 
Automated risk management reduces cost and generates actionable risk intelligence. As 
shown in Figure 6, reducing or avoiding costs in the execution of a risk management program is 
the most significant benefit of automated risk management (45 percent of respondents) and 39 
percent of respondents say it generates actionable risk intelligence. 
 
Figure 6. What are the most significant benefits of automated risk management tools? 
Two choices permitted 
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As part of their risk management approach, most companies identify the controls needed 
but not the key information that should be protected. Respondents were asked to indicate the 
seven steps their organizations normally take to access and prioritize business risks that have 
been fully accomplished.  
 
As shown in Figure 7, 69 percent of respondents say their organizations identify what specific 
controls are needed at the various layers to ensure all risks are at a level acceptable to the 
business and 67 percent say their organization assesses risks posed against the organization by 
examining the various threats, the source of threats, the likelihood a threat will materialize and the 
impact a threat will have on protected information. 
 
Fifty-nine percent of respondents say they assess and prioritize vulnerabilities and 56 percent of 
respondents say they identify threats. Fewer respondents say their organization categorizes 
information (47 percent of respondents) and identifies key information (44 percent of 
respondents).  
 
Figure 7. Fully accomplished steps to assess and prioritize business risks  
Fully accomplished responses 
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Barriers to an effective enterprise risk intelligence program 
 
A lack of collaboration among organizational functions is a barrier to an effective 
enterprise risk management program. According to Figure 8, 53 percent of respondents say 
their finance, operations, compliance, legal and IT functions do not collaborate on enterprise risk 
management activities. Only 8 percent of respondents say these functions fully collaborate in 
enterprise risk management activities.  
 
Figure 8. How would you describe the working relationship among finance, operations, 
compliance, legal and IT in managing enterprise risks?  
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Not enough budget is a barrier. Fifty-eight percent of respondents say their organization does 
not have a formal budget for enterprise risk management (52 percent) or are unsure (6 percent). 
Those organizations that have a formal program will allocate an average of $2.3 million for 
investment in enterprise risk management automation (products and services) in the upcoming 
fiscal year.  
 
Accordingly, 44 percent of respondents say a lack of resources is a top barrier to achieving their 
organization’s risk management objectives, as shown in Figure 9. The same percentage also 
cites complexity of technologies that support risk management objectives as a top barrier. Other 
challenges to overcome are the inability to get started (43 percent of respondents) and difficulty in 
hiring skilled personnel (37 percent of respondents).  
 
Figure 9. What are the top three barriers to achieving your organization’s risk management 
objectives?  
Three choices permitted 
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Organizations do not have a clear map of infrastructure and a categorization of assets. 
Only 17 percent of respondents say they have been able to achieve a clear view of their 
infrastructure and assets in order to appropriately manage the risk. These respondents say an 
average of 31 percent of their organizations’ assets are considered business critical. As 
discussed previously, steps to categorize and identify key information often are not fully 
accomplished 
 
Moreover, organizations are not categorizing assets based on their business criticality. According 
to Figure 10, only 24 percent of respondents say they have categorized assets based on their 
business criticality. Of these respondents, only 34 percent say their organization knows what 
vulnerabilities are critical to fix for a given risk level.  
 
Figure 10. Does your organization have a clear map of infrastructure and categorization of 
assets?  
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Overall responsibility for the risk management’s approach or strategy is dispersed 
throughout the organization. As discussed previously, the effectiveness of risk management 
programs is undermined by a lack of collaboration among organizational functions. A related 
challenge is ensuring someone has overall responsibility for the organization’s risk management 
strategy. According to Figure 11, 30 percent of respondents say no one person has overall 
responsibility to ensure the risk management program is well executed.  
 
Figure 11. Who has overall responsibility for your organization’s risk management’s 
approach or strategy?  
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Specific metrics for determining the risk intelligence effectiveness are not used. 
Centralized or consolidated risk reporting (one set of metrics) is critical to the success of security 
efforts within the organization (63 percent of respondents).  
 
Only 31 percent of respondents say their organizations have specific metrics to learn how well 
risks are being managed. According to Figure 12, these respondents say the primary metrics 
used are time to contain threats and attacks (45 percent of respondents), time to identify and 
pinpoint high-risk areas (43 percent of respondents) and reduction in unplanned system 
downtime (43 percent of respondents). The reduction in the number of breach incidents and end 
user enforcement actions are rarely measured.  
 
Figure 12. Metrics used to assess the effectiveness of risk intelligence efforts  
More than one choice permitted 
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Enterprise risk intelligence solutions deployed 
 
Companies are implementing purpose-built risk management software for automation. 
Sixty percent of respondents say automated risk management is important to the success of 
business objectives within their organization.  
 
Sixty-four percent of respondents say their organizations have invested in risk management 
software for automation. According to Figure 13, the risk management tasks most often 
supported by purpose-built risk management software are: risk analytics (70 percent of 
respondents), incident response (67 percent of respondents), policy management (59 percent of 
respondents) and employee monitoring and surveillance (51 percent of respondents). 
 
Figure 13. Risk management tasks supported by purpose-built risk management software 
More than one choice permitted 
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Companies are purchasing a risk management solution to help implement risk 
management automation. Fifty-six percent of respondents say their organizations have a risk 
management solution to help implement risk management automation. According to Figure 14, 
the most important features are ease of use (53 percent of respondents), deep ecosystem 
integration with third parties (49 percent of respondents) and easily scalable in terms of assets, 
users and applications (47 percent of respondents). 
 
Figure 14. What are the most important features of risk management solutions? 
Three choices permitted 
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Many organizations deploy a risk intelligence platform or GRC application/tool. Fifty-seven 
percent of respondents say their organizations deploy a risk intelligence platform or GRC 
application/tool and 50 percent of respondents say such a platform or tool is very effective. 
 
As shown in Figure 15, 68 percent of respondents say Third Party (TP) Risk & Compliance which 
classifies third parties by risk level and drives parallel workflows for diligence and security 
scoring, on-boarding, continuous monitoring and off boarding is very important. However, only 45 
percent of respondents say such a feature is fully accomplished. Similarly, other features 
considered important are Cloud Application Risk & Compliance (63 percent of respondents), 
Legal Risk & Compliance (60 percent of respondents), Technology (IT) Risk & Compliance (60 
percent of respondents), Threat & Vulnerability Mitigation (59 percent of respondents) and 
Operational (Ops) Risk & Compliance (59 percent of respondents). 
 
The findings also reveal a significant gap between the most important features of a risk 
intelligence platform and what features are actually accomplished. The features with the greatest  
gap between importance and accomplishment are: 
 
! Business Continuity Response (produces plans, runs business impact analyses, resiliency 

controls and engages stakeholders in crisis drills and recovery) 
! Incident/Issue Risk Response (coordination of classification, collaboration, evidence, 

policies and reporting across the organization for all operational and security risk events) 
! Operational Risk & Compliance (creates risk registers and runs Risk and Compliance Self-

Assessments (RCSAs) against critical business processes to report key risk indicators 
(KRIs), findings and loss events) 

! Threat and Vulnerability Mitigation (automates continuous risk correlation, prioritization 
and remediation of assets and operation criticality, threat reachability, control and 
vulnerabilities) 

 
Figure 15. The importance of features of a risk intelligence platform and if they are fully 
accomplished 
Important and Very important responses combined 
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Part 4. Methods 
 
The sampling frame is composed of individuals who are involved in risk management activities 
within their organization. As shown in Table 1, 708 respondents completed the survey. Screening 
removed 67 surveys. The final sample consisted of 641 surveys (a 3.7 percent response rate).  
 
Table 1. Sample response Freq 
Total sampling frame 17,454  
Total returns 708  
Rejected or screened surveys 67  
Final sample 641  
Response rate 3.7% 

 
Pie Chart 1 summarizes the approximate position levels of respondents in our study. As can be 
seen, the majority of respondents (56 percent) are at or above the supervisory level. 
 
Pie Chart 1. Organizational level of respondents  

 
As shown in Pie Chart 2, 40 percent of respondents report directly to the CIO, 18 percent of 
respondents report to the CISO and 9 percent of respondents report to the lines of business. 
 
Pie Chart 2. Direct reporting channel or chain of command 
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Pie Chart 3 reports the primary industry classification of respondents’ organizations. This chart 
identifies financial services (19 percent) as the largest segment, followed by the public sector (11 
percent), health and pharmaceutical (10 percent) and industrial and manufacturing (10 percent).  
 
Pie Chart 3. Primary industry classification 

 
According to Pie Chart 4, the majority of respondents (59 percent) are from organizations with a 
global headcount of 1,000 or more employees. 
 
Pie Chart 4. Worldwide full-time headcount of the organization 
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Part 4. Caveats to this study 
 
There are inherent limitations to survey research that need to be carefully considered before 
drawing inferences from findings. The following items are specific limitations that are germane to 
most Web-based surveys. 
 
! Non-response bias: The current findings are based on a sample of survey returns. We sent 

surveys to a representative sample of individuals, resulting in a large number of usable 
returned responses. Despite non-response tests, it is always possible that individuals who did 
not participate are substantially different in terms of underlying beliefs from those who 
completed the instrument. 

 
! Sampling-frame bias: The accuracy is based on contact information and the degree to which 

the list is representative of individuals who are involved in risk management activities within 
their organization. We also acknowledge that the results may be biased by external events 
such as media coverage. Finally, because we used a Web-based collection method, it is 
possible that non-Web responses by mailed survey or telephone call would result in a 
different pattern of findings. 

 
! Self-reported results: The quality of survey research is based on the integrity of confidential 

responses received from subjects. While certain checks and balances can be incorporated 
into the survey process, there is always the possibility that a subject did not provide accurate 
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Appendix: Detailed Survey Results 
 
The following tables provide the frequency or percentage frequency of responses to all survey 
questions contained in this study. All survey responses were captured in December 2016. 
 

Survey response Freq Pct% 
Total sampling frame  17,454  100.0% 
Total returns  708  4.1% 
Rejected surveys  67  0.4% 
Final sample  641  3.7% 

 
  Part 1. Screening 
  S1. What best describes your level of involvement in enterprise risk 

management activities within your organization? Pct% 
 None or low (stop) 0% 

 Moderate 27% 
 Significant 43% 
 Very significant 30% 
 Total 100% 
 

   S2. How significant is your organization’s commitment to enterprise risk 
management? Pct% 

 No commitment (stop) 0% 
 Insignificant (nominal) commitment 18% 
 Significant commitment 50% 
 Very significant commitment 32% 
 Total 100% 
 

   S3. What best describes the function or department where you work? Pct% 
 Compliance 3% 

 Enterprise risk 5% 
 Finance 1% 
 Information technology (IT) 55% 
 IT security operations (SecOps) 21% 
 Legal 2% 
 Lines of business 11% 
 Other 2% 
 None of the above (stop) 0% 
 Total 100% 
 

   S4. Does your organization have a formal function, program or a well-
defined set of activities dedicated to enterprise risk management? Pct% 

 Yes 75% 
 No (stop) 25% 
 Total 100% 
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Part 2.  Sources of enterprise risk 
  Q1.  Using the following 10-point scale, please rate the overall 

effectiveness of your organization’s enterprise risk management 
processes. 1 = Not effective to 10 = Very effective Pct% 

 1 or 2 5% 
 3 or 4 16% 
 5 or 6 42% 
 7 or 8 23% 
 9 or 10 14% 
 Total 100% 
 Extrapolated value  6.00  
 Q2. What statement best describes the working relationships among 

finance, operations, compliance, legal and IT with respect to managing 
risk management activities across the enterprise? Pct% 

 They operate in silos (little collaboration) 53% 
 They sometimes collaborate 21% 
 They frequently collaborate 18% 
 They are fully integrated 8% 
 Total 100% 
 

   Q3. What statement best describes your organization’s risk 
management strategy? Pct% 

 Our organization has a clearly defined risk management strategy that 
pertains to the entire enterprise. 24% 

 Our organization has a clearly defined risk management strategy, but it 
is not applicable to the entire enterprise. 43% 

 Our organization does not have a clearly defined risk management 
strategy. 33% 

 Total 100% 
 

   Q4. Is your organization planning any new enterprise risk initiatives over 
the next 18 months? Pct% 

 Yes 57% 
 No 40% 
 Unsure 3% 
 Total 100% 
 

   Q5. What are the top three barriers to achieving your organization’s risk 
management objectives? Pct% 

 Lack of resources 44% 
 Lack of C-level support 21% 
 Lack of clear leadership  28% 
 Difficulty in hiring skilled personnel 37% 
 Inability to set priorities 19% 
 Inability to get started (inertia) 43% 
 Lack of cooperation and collaboration among the various departments 35% 
 Major organizational changes such as mergers, downsizing, financial 

turmoil and others 27% 
 Complexity of technologies that support risk management objectives 44% 
 Other (please specify) 2% 
 Total 300% 
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Q6. What are your biggest fears or ‘pain points” resulting from a non-
existent or poorly executed risk management program? Please select 
your top three choices. Pct% 

 Regulatory violations and fines 22% 
 Internal audit failure 15% 
 Lawsuits 19% 
 Reputation damage 63% 
 Cybersecurity breach 51% 
 Business disruption 51% 
 Intellectual property loss 37% 
 Victim of ransomware 18% 
 Customer churn 21% 
 Other (please specify) 3% 
 Total 300% 
 Q7a. What best describes the maturity level of your organization’s risk 

management program or activities 18 months ago? Pct% 
 Minimal disparate policies, limited organizational expertise, siloed 

audit/regulatory reporting  14% 
 Centralized policies, management and audit/regulatory reporting  23% 
 Defined risk appetites, manual business unit assessments, limited 

business unit risk processes and reporting 42% 
 Risk appetites measured in real time, automated business unit decision-

making, board-level risk analytics and metrics trending 21% 
 Total 100% 
 

   Q7b. What best describes the maturity level of your organization’s risk 
management program or activities today? Pct% 

 Minimal disparate policies, limited organizational expertise, siloed 
audit/regulatory reporting  11% 

 Centralized policies, management and audit/regulatory reporting  13% 
 Defined risk appetites, manual business unit assessments, limited 

business unit risk processes and reporting 44% 
 Risk appetites measured in real time, automated business unit decision-

making, board-level risk analytics and metrics trending 32% 
 Total 100% 
 

   Q8a. What best describes the maturity level of your organization’s risk 
management automation 18 months ago? Pct% 

 Top down, assessment driven, reactive, manual processes, 
spreadsheets, siloed information 53% 

 Bottom up, process automation, effective with limited efficiency, 
centralization and analytics 17% 

 Top down, bottoms up optimized with real-time enterprise risk 
intelligence analytics for actionable business decisions 30% 

 Total 100% 
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Q8b. What best describes the maturity level of your organization’s risk 
management program or activities today? Pct% 

 Top down, assessment driven, reactive, manual processes, 
spreadsheets, siloed information 32% 

 Bottom up, process automation, effective with limited efficiency, 
centralization and analytics 33% 

 Top down, bottoms up optimized with real-time enterprise risk 
intelligence analytics for actionable business decisions 35% 

 Total 100% 
 

   Q9a. Has your organization implemented purpose-built risk 
management software for automation?  Pct% 

 Yes 64% 
 No 36% 
 Total 100% 
 

   Q9b. If yes, what risk management tasks are supported by purpose-built 
risk management software within your organization? Please select all 
that apply. Pct% 

 Business continuity management 19% 
 Business process analysis 15% 
 Business process mapping 8% 
 Data-driven controls assessment 21% 
 Risk and controls assessment 30% 
 Disaster recovery 27% 
 Employee monitoring and surveillance 51% 
 E-Discovery 38% 
 Incident response 67% 
 Policy management 59% 
 Records management 40% 
 Regulatory/compliance monitoring 45% 
 Risk analytics 70% 
 Threat intelligence context 26% 
 Vulnerability management 25% 
 Third party risk assessment 39% 
 None of the above 16% 
 Total 596% 
 

   Q10a. Has your organization purchased a risk management solution to 
help implement risk management automation? Pct% 

 Yes 56% 
 No 44% 
 Total 100% 
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Q10b. If yes, what are the most important features of risk management 
solutions? Please provide your top 3 choices. Pct% 

 Integrated data model 21% 
 Offers a suite of enterprise risk applications 45% 
 Ease of use 53% 
 Easily scalable in terms of assets, users, and applications 47% 
 Deep ecosystem integration (with third parties) 49% 
 Advanced analytics 38% 
 Cloud delivery 41% 
 Time to value 6% 
 Total 300% 
 

   Part 3. Budget 
  Q11a. Does your organization have a formal budget for enterprise risk 

management activities/program? Pct% 
 Yes 42% 

 No 52% 
 Unsure 6% 
 Total 100% 
 

   Q11b. If yes, what dollar range best describes your organization’s 
annual enterprise risk management automation (products and services) 
in the upcoming fiscal year?  Pct% 

 Less than $250,000 4% 
 $250,000 to $500,000 6% 
 $500,001 to $1 million 21% 
 $1 to $2 million 29% 
 $2 to $5 million 29% 
 More than $5 million 11% 
 Total 100% 
 Extrapolated value ($millions)  $2.30  
 

   Q12a. Does your organization have a clear map of its infrastructure and 
assets?  Pct% 

 Yes 17% 
 No 63% 
 Unsure 20% 
 Total 100% 
 

   Q12b. If yes, what percentage of your organization’s assets is deemed 
business critical? Pct% 

 Less than 5% 3% 
 6% to 10% 21% 
 11% to 25% 23% 
 26% to 50% 36% 
 51% to 75% 12% 
 76% to 100% 5% 
 Total 100% 
 Extrapolated value 31% 
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Q13a. Does your organization categorize assets based on their 
business criticality? Pct% 

 Yes 24% 
 No 69% 
 Unsure 7% 
 Total 100% 
 

   Q13b. If yes, does your organization know what vulnerabilities are 
critical to fix for a given risk level?  Pct% 

 Yes 34% 
 No 60% 
 Unsure 6% 
 Total 100% 
 

   Part 4. Attributions: Strongly Agree and Agree responses 
combined Pct% 

 Q14a. Enterprise risk intelligence will become a mandatory practice for 
virtually all companies in the near future. 61% 

 Q14b. Enterprise risk intelligence integrates well with the way our 
business leaders make decisions. 43% 

 Q14c. Enterprise risk intelligence helps align business objectives across 
functional areas within your organization. 60% 

 Q14d. Enterprise risk intelligence involves senior executive and board-
level involvement. 41% 

 Q14e. My organization’s risk strategies foster opinion over 
accountability, assessment over analytics and “react” over “plan-and-
proceed.” 48% 

 
   Following are seven (7) steps organizations normally take to assess and 
prioritize business risks.  Please rate how well your organization 
accomplishes each step. Fully accomplished response. Pct% 

 Q15a. Identify key information. Identify what information is important to 
the organization and where that information is located 44% 

 Q15b. Categorize information. Once identified, the information should be 
categorized in accordance with its business criticality to the organization. 47% 

 Q15c. Identify threats. Look at the various threats (and sources of 
threats) that are posed against the organization and its assets and 
vulnerabilities. 56% 

 Q15d. Assess and prioritize vulnerabilities. Identify and prioritize 
vulnerabilities in existing controls and ascertain the likelihood that they 
will be exploited and the potential business impact of an incident. 59% 

 Q15e. Assess the risks. Risks posed against the organization can be 
determined by examining the various threats, the source of threats, the 
likelihood a threat will materialize and the impact a threat will have on 
the protected information. 67% 

 Q15f. Identify controls. Identify what specific controls are needed at the 
various layers to ensure all risks are at a level acceptable to the 
business. 69% 

 Q15g. Monitor continuously. It is important that the risk-based approach 
is a continuous process that evolves with business goals. 55% 

 
   Part 5. Risk-based experience 
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Q16. Who has overall responsibility for your organization’s risk 
management’s approach or strategy?  Please check the one best 
choice. Pct% 

 Chief Risk Officer 24% 
 Chief Information Officer 29% 
 Chief Financial Officer 14% 
 No one person has overall responsibility 30% 
 Other (please specify) 3% 
 Total 100% 
 

   Q17a. Does your organization have specific metrics for determining the 
effectiveness of risk intelligence efforts? Pct% 

 Yes 31% 
 No 60% 
 Unsure 9% 
 Total 100% 
 

   Q17b. If yes, what metrics are used by your organization to assess the 
effectiveness of risk intelligence efforts? Please select all that apply. Pct% 

 Time to identify and pinpoint high-risk areas 43% 
 Time to contain threats and attacks 45% 
 Time to remediate after containment 31% 
 Reduction in risk insurance costs (e.g. cyber) 7% 
 Reduction in the cyber attack risk surface 15% 
 Reduction in unplanned system downtime 43% 
 Reduction in the number of policy violations 36% 
 Reduction in the number of end user enforcement actions 8% 
 Reduction in the number of breach incidents 16% 
 Reduction in the cost of cyber crime 12% 
 Other (please specify) 5% 
 Total 261% 
 

   Attributions: Essential and very important responses combined Pct% 
 Q18. How important is centralized or consolidated risk reporting (one set 

of metrics) to the success of security efforts within your organization? 63% 
 Q19. How important is having automated risk management to the 

success of business objectives within your organization? 60% 
 

   Q20. What do you see as the most significant benefits of automated risk 
management tools? Please select only your top two choices. Pct% 

 Cost reduction and/or avoidance 45% 
 Generation of actionable risk intelligence 39% 
 Quick assessment of the need for new systems and controls 23% 
 More effective identification of emerging threats and vulnerabilities 20% 
 Increased senior management understanding and buy-in 15% 
 Reduced number of cyber exploits and data breaches 18% 
 More efficient allocation of resources 22% 
 Improved compliance with laws and regulations 14% 
 Other (please specify) 4% 
 Total 200% 
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Part 6. Risk intelligence platform 
  Q21a. Does your organization deploy a risk intelligence platform or GRC 

application/tool? Pct% 
 Yes 57% 

 No (Go to D1) 43% 
 Total 100% 
 

   Q21b.  If yes, using the following 10-point scale, please rate the overall 
effectiveness of your organization’s risk intelligence platform or GRC 
application/tool. 1 = Not effective to 10 = Very effective.. Pct% 

 1 or 2 6% 
 3 or 4 11% 
 5 or 6 33% 
 7 or 8 29% 
 9 or 10 21% 
 Total 100% 
 Extrapolated value  6.46  
 

   Following are eight (8) features of a risk intelligence platform. Using the 
following 10-point scale, please rate the importance of each feature in 
terms of managing business and IT-related risks across the enterprise. 1 
= not important to 10 = very important. In addition, please rate how well 
your organization accomplishes each feature using the four-point scale 
provided below each item. 

  Q22a. Threat & Vulnerability Mitigation: Automates continuous risk 
correlation, prioritization, and remediation of asset and operations 
criticality, threat reachability, control, and vulnerabilities. Pct% 

 % 7+ response on importance 59% 
 % fully accomplished 32% 
 

   Q22b. Incident/Issue Risk Response: Coordinates classification, 
collaboration, evidence, policies, and reporting across the organization 
for all operational and security risks events. Pct% 

 % 7+ response on importance 63% 
 % fully accomplished 36% 
 

   Q22c. Technology (IT) Risk & Compliance: Manages technology 
policies, maps policies to controls, and assesses multi-regulatory risk 
using an efficient Common Control Framework (CCF) to report for 
internal audit. Pct% 

 % 7+ response on importance 60% 
 % fully accomplished 45% 
 

   Q22d. Cloud Application Risk & Compliance: Protects data risks by 
continuously assessing development processes, risk and controls 
across lifecycles of Cloud Applications and Cloud Managed Services. Pct% 

 % 7+ response on importance 63% 
 % fully accomplished 41% 
 

     



 

Ponemon Institute© Research Report    

27 

27 

Q22e. Third Party (TP) Risk & Compliance: Classifies third parties by 
risk level, and drives parallel workflows for diligence and security 
scoring, on-boarding, continuous monitoring and off-boarding. Pct% 

 % 7+ response on importance 68% 
 % fully accomplished 45% 
 

   Q22f. Operational (Ops) Risk & Compliance: Creates risk registers and 
runs Risk and Compliance Self-Assessments (RCSAs) against critical 
business processes to report key risk indicators (KRIs), findings and loss 
events. Pct% 

 % 7+ response on importance 59% 
 % fully accomplished 23% 
 

   Q22g. Legal Risk & Compliance: Calendars tasks by an entity, 
jurisdiction, division, function, statutory laws and due dates and runs 
risk-based assessments against ethics, privacy, and other legal 
compliances. Pct% 

 % 7+ response on importance 60% 
 % fully accomplished 49% 
 

   Q22h. Business Continuity Response: Produces plans, runs business 
impact analyses, improves resiliency controls and engages stakeholders 
in crisis drills and recovery Pct% 

 % 7+ response on importance 67% 
 % fully accomplished 31% 
 

   Part 7. Demographics and organizational characteristics 
  D1. What organizational level best describes your current position? Pct% 

 Senior Executive/VP 5% 
 Director 16% 
 Manager 21% 
 Supervisor 14% 
 Technician 35% 
 Staff/Associate 6% 
 Contractor 3% 
 Other 0% 
 Total 100% 
 

   D2. Check the Primary Person you or your leader reports to within the 
organization. Pct% 

 CEO/executive committee 2% 
 Director of internal audit 1% 
 General counsel 1% 
 Chief information officer 40% 
 Chief technology officer 7% 
 Chief compliance officer 8% 
 Chief security officer 4% 
 Chief information security officer 18% 
 Chief risk officer 8% 
 Line of business 9% 
 Other 2% 
 Total 100% 
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   D3. What industry best describes your organization’s industry focus? Pct% 
 Agriculture & food services 0% 

 Communications 3% 
 Consumer products 6% 
 Defense & aerospace 1% 
 Education & research 2% 
 Energy & utilities 6% 
 Entertainment & media 2% 
 Financial services 19% 
 Health & pharmaceutical 10% 
 Hospitality 2% 
 Industrial & manufacturing 10% 
 Public sector 11% 
 Retail 9% 
 Services 8% 
 Technology & software 8% 
 Transportation 3% 
 Other 0% 
 Total 100% 
 

   D4. What is the worldwide headcount of your organization? Pct% 
 Less than 100 8% 

 100 to 500 13% 
 501 to 1,000  20% 
 1,001 to 5,000  22% 
 5,001 to 25,000 17% 
 25,001 to 75,000 12% 
 More than 75,000 8% 
 Total 100% 
  

 
For more information about this study, please contact Ponemon Institute by sending an 
email to research@ponemon.org or calling us at 1.800.887.3118. 
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